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All employees have access to AI. Employees seeking to use such systems must ensure that the use does not violate any policies related to the Organization confidentiality or equipment usage. Employees using AI for any reason associated with their employment will also be solely responsible for the content generated. Any content that violates any existing conduct or other policies, or that indicates use of copyrighted or other protected material will result in discipline up to and including termination.

Any employee seeking to use AI for job purposes is first required to secure written approval from such employee’s supervisor. The Organization encourages employees to pursue greater points of efficiency available as a result of AI but also demands integrity in how such tool is utilized to further employees’ work product.

The purpose of this policy is to ensure that all employees use AI tools in a secure, responsible and confidential manner. The policy outlines the requirements that employees must follow when using AI tools, including the evaluation of security risks and the protection of confidential data.

We recognize that the use of AI tools can pose risks to our operations and customers. Therefore, we are committed to protecting the confidentiality, integrity, and availability of all company and customer data. This policy requires all employees to use AI tools in a manner consistent with our security best practices, as follows.

1. Evaluation of AI tools.  Employees must evaluate the security of any AI tool before using it. This includes reviewing the tool’s security features, terms of service, and privacy policy. Employees must also check the reputation of the tool developer and any third-party services used by the tool.

2. Protection of confidential data. Employees must not upload or share any data that is confidential, proprietary, or protected by regulation.  This includes data related to customers, employees, or partners.

3. Access control. Employees must not give access to AI tools outside the company. This includes sharing login credentials or other sensitive information with third parties.

4. Use of reputable AI tools. Employees should use only reputable AI tools and be cautious when using tools developed by individuals or companies without established reputations. Any AI tool used by employees must meet our security and data protection standards. Your supervisor or a member of our IT Department can guide you regarding these standards.

5. Compliance with security policies. Employees must apply the same security best practices we use for all company and customer data. This includes using strong passwords, keeping software up-to-date, and following our data retention and disposal policies.

Optional Content – The Organization does business with governmental entities and therefore is subject to specific requirements regarding AI. We must:
· Maintain records of all resume searches conducted using AI, both from searches of external websites and internal resume databases, which include the substantive search criteria used; and
· Provide information of all AI systems used in the recruiting, selection and hiring process to the Department of Labor upon request.
· Provide advance notice and appropriate disclosure to applicants and employees being considered for promotion or transfer of our intent to use AI in the hiring process, including what data will be captured and used by the AI system.
· Provide advance notice to applicants and employees being considered for promotion or transfer of their right to review, correct or delete erroneous data gathered using AI.
· Safeguard the privacy of applicants and employees when using AI.
· Ensure transparency regarding the basis of an employment decision and how AI contributed to the decision.
Because of the above requirements, all such use of AI in the posting, screening, interviewing, selection, compensation or in any other way related to the hiring process must be conducted solely by the authorized staff in our Human Resources Department.  
